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EXECUTIVE SUMMARY  
Developers are building IoT applications to help companies reduce service 
and fuel costs, generate new sources of revenue, and increase customer 
satisfaction. 

The market is so hot that market analysts are predicting the number of connected 
devices powering these applications to reach more than two billion in just a few years. 
Market segments and applications that are driving the market need for Machine-
Machine (M2M) and Internet of Things (IoT) solutions include:

• Vehicle Telematics and Fleet Management  - Applications in this arena enable users to monitor 
and track the location, movements, status, and behavior of a vehicle or vehicle fleet.

• Usage-Based Insurance  - With the simple installation of a hardware unit in passenger vehicles, 
M2M applications now enable insurance carriers to review driver activity trends and reward drivers 
based on good driving behavior.

• mHealth Solutions  - Health is an emerging market where both wired and wireless medical 
devices are remotely monitored and the data they collect is shared with doctors and patients 
through portals and dashboards. Doing so helps ensure device uptime and accuracy, increases 
billable activity and helps improve patient care.

• Home Energy Monitoring  - Simple applications driven by smart energy sensors enable and 
disable power outlets, while advanced applications on Smartphones are enabling a broad range of 
connected devices to provide homeowners with remote control and cost-saving suggestions. 

• Supply Chain Optimization  - Solutions that combine product status at key inspection points 
are supplying logistics information to distribution managers for interactive,real-time supply chain 
control.

Clearly, this is an exciting time and as a developer, you are likely looking for ways to get 
started. This white paper intends to do just that. When you’re done learning how you 
can save time in building M2M/IoT applications with the Axeda Platform, check out the 
developer connection site at http://developer.axeda.com/ for videos, blog entries and 
other helpful resources, including the developer toolbox, which will enable you to easily 
connect your own devices such as smart phones and PCs to the Axeda Machine Cloud 
and walk through guided tutorials.
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The Long Way — Do-It-Yourself
You may be thinking to yourself:

How am I going to build my M2M application? I need to have scalability to support a growing 
number of devices. And I also need to manage different types of devices and protocols. Should I 
develop my own protocol? What are the development costs for JEE application engineers? Should 
I host it on Amazon EC2? Should I do it myself? Should I open up a data center? Do I need to 
learn about Hyper Visor? Should I get a SAN? What about caching? Should I get memory? Should 
I get solid state drives? What about Rack Space? Are they cheaper than Amazon? How does 
that pricing model work for Amazon, anyway? What about my database and database schemas? 
Should I go with a relational database like Oracle? Or am I going to go with a NoSQL database like 
Hadoop or Cassandra? How can I deploy new complex back-end code? By the way, what data am 
I storing? How do I communicate with these devices? Are they coming in over a VPN? What about 
TCP, UDP? What about connections and firewalls? What about proxies, HTTP or HTTPS? What 
about security? Should I encrypt the traffic? Will it use SSL or AES? 

STOP.

These are all valid questions to ask as you consider which technologies you need when architecting 
an IoT solution. But addressing all of these considerations will take you months - or even years - to sort 
out and cost you time and money.

The Shortcut — IoT Application Development Platform
What if you could focus on the value of what your solution provides rather than recreating core 
infrastructure?  Then, you could focus on how your users will use your IoT applications and how they 
will extract value. What if there was an IoT application development platform to handle hosting, 
security, scalability, and APIs, so that you could quickly build your apps?

Good news: there is. It’s called an IoT application development platform.

Most of us would agree that the term “platform” is one of the most overused and misunderstood 
terms in the high-tech industry. Rather than offer our definition and interpretation of an IoT application 
development platform, we’ll get an industry perspective from Yankee Group. John Keough’s Focus 
Report, Platforms: Setting the Stage for M2M Solutions does a commendable job of detailing the 
technologies that comprise an M2M/IoT application development platform:

While connectivity platforms can drive sets of rules down to individual assets and to some 
extent, integrate with middleware, they do little to facilitate the development of user-facing 
applications. That’s where application development platforms come in. They provide the back-
end support that enables developers to operate assets and build applications. Essentially, they 
transform raw data streams into interfaces that applications can use to both glean specific device 
data and allow the end-user to communicate back to the device.
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Figure1: Platforms Ease the Way to Production-Level M2M Solutions  

Yankee Group 2010

The first set of tools that application development platforms provide are aimed at the operation of 
the assets themselves. This usually manifests itself in an operations portal that provides visibility into 
every device in an IoT deployment and allows them to be remotely configured. To further facilitate 
asset management, most application development platforms also host IoT solutions themselves 
in secure data centers, or in some cases, behind a client’s firewall. This takes server upkeep and 
information security off the list of things solutions providers have to worry about, a feature of special 
interest to smaller solution providers that may not have enough dedicated IT resources to actively 
manage an IoT solution’s data flow.

The second main functionality that application development platforms bring to the table is they 
provide an easy way for M2M/IoT solution providers to build their applications. With a wide variance in 
IoT applications, platforms would be hard-pressed and ill-advised to attempt to provide unique out-of-
the-box solutions for all comers in all verticals. Instead, they provide a set of tools to make third-party 
application development much easier. They provide application programming interfaces (APIs) that 
allow developers to use common programming languages like Java and Groovy to build solutions. 
They also offer testing services that let developers test solutions in a simulated IoT environment, 
allowing them to detect problems prior to the actual device rollout. Through the use of these tools, 
solutions providers and system integrators can access existing enterprise applications that utilize Web 
services.

So, What's Next?
Now that you have a general understanding of an IoT application development platform, let’s examine 
some common considerations that apply to most, if not all, IoT solutions:

• Get Connected – You need to bring your product or equipment to the network so that it can provide 
information to the solution, and react to commands and configuration changes orchestrated by the 
application logic.

• Manage and Orchestrate Your Data – Script your business logic in the cloud to tie together 
remote information with information from other business systems or cloud-based services, react to 
real-time conditions, and facilitate batch operations to synchronize, analyze, and integrate. 
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• Present Your Data with Rich Internet Applications – Build your user experiences, enabling 
people to interact with your connected product, manage workflows around business processes, or 
facilitate data analysis.

Let’s take a look at the services available in the Axeda Platform that help with each of these solution 
considerations.

 
GET CONNECTED
“Getting Connected” is a broad term with different meanings depending upon the environment of 
your product and the economics of your solution. The Axeda Platform makes no assumption about 
connectivity, but instead provides features and functionality to help you connect.

For wireless applications, especially those that may use cellular or satellite communications, the 
speed and cost of communication will be an important factor. For this reason, Axeda has created 
the Adaptive Machine Messaging Protocol (AMMP), a cross-platform, simple, byte-efficient, 
lightweight messaging protocol to facilitate machine-to-machine communications and to build IoT 
connectivityinto your product. Using a RESTful API, AMMP leverages HTTPS and JSON as the means 
for sending and receiving IoT-related messages between an edge device and the Axeda Machine 
Cloud. While the compact binary format is critical for wireless communications, AMMP is also a 
good fit for connecting devices that have a wired Internet connection. The protocol is expressive, 
robust, secure, and most importantly, able to be implemented on a wide range of hardware and 
programming environments.

When you are ready to start coding your embedded agent for your product, the AMMP can help 
abstract the communication programming away completely, so that you can focus on the unique 
aspects of your connected product. 

When you are faced with connecting legacy products that may be communicating with a proprietary 
messaging protocol, the Axeda Platform can be extended with CODECs to “learn” your protocol by 
translating your device’s communication format into a form that the platform can understand. This is 
a great option for retrofitting existing, deployed products to get connectivity and value today, while 
designing your next-generation of product with AMMP support built-in. 
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MANAGE AND ORCHESTRATE YOUR DATA 
The Axeda data model defines the information and its behavior in the Axeda Platform. It’s important 
to understand Axeda’s data model when planning to build your applications. The Axeda Machine Cloud 
supports a sophisticated data model for the assets that you are tracking and managing. There is a 
variety of flexible objects that allows for modeling everything from a multicomponent medical device 
to a sophisticated piece of construction equipment. 

All assets have a type called Model. The Model defines the set of data items (time-series sensor 
readings or data points) and their storage options. Each asset has actual data-item readings and 
alarms, events, locations, uploaded files, properties, etc. Assets can belong to groups either statically 
or dynamically based on values of their properties. Rules apply to one or more Models, and hence 
all of the assets of that Model. Since user permissions can be based on groups, they also determine 
who has access to assets.
 
The Axeda Platform abstracts assets away from the communication devices that are attached to 
them. This solves two problems: 1) identifying an asset when the device fails for some reason 
and a new one is installed, and 2) treating assets of the same model the same way even though 
they might have different types of communication devices attached. Therefore, if all of your assets 
report their operating status, the Axeda Platform will take care of the differences in how the devices 
communicate; how they encode data; and what network they use, whether cellular, satellite, Wi-Fi, or 
wired Internet.  
 

Figure 2. Data Management and Application Services Framework 
 
The asset stored on the Platform naturally includes the data items that the real-world asset reports 
on. In addition, the Platform asset can be extended to include other properties. A typical use of this 
feature is to include identifying information with each asset, such as an inventory number. The ability 
to extend Platform data types also applies to users and alarms.
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Common concepts like Location, Organization, and Contact are built into the Axeda Data Model. 
Users of the Data Model can easily plug their data into the model to speed the design time of the 
solution. If the Axeda Data Model does not satisfy your needs, however, it can be extended through 
the SDK to create new objects and also to extend existing ones. So if an asset needs a structure to 
store additional entitlement data, or if you want to store something complex like calibration results, 
extended objects are the answer. 
 
The Platform can time-stamp and store every data point, location, and alarm received from your 
assets. You can query the Platform for the last known values or for the values at any time in the past. 
This means that your applications and user interfaces can function independently of the reliability of 
the data channel(s) to your assets.

RULES
Rules form the heart of any IoT application, providing a simple means of expressing business logic, 
while supporting calls into the full scripting environment. A rule has an IF-THEN-ELSE form, which 
is simple for non-programmers to define and review. Rules can be constructed to run on the Axeda 
Platform or on the device itself. There are many kinds of rules, including:

• Expression Rules run in the cloud, and are configured and associated with your assets through 
the Axeda Admin UI or SDK. These rules have an “If-Then-Else” structure that’s easy to create and 
understand. They’re like a formula in a spreadsheet. For example, say your asset has a dataitem 
reading for temperature: if temperature is > 80 then CreateAlarm (“Too Hot!”). This rule compares 
the temperature to 80 every time a reading is received. When this happens, the rule creates an 
alarm with name “High Temp” and severity 100.

• State Machines help organize Expression Rules into manageable groups that apply to assets 
when the assets are in a certain state. For example, if your asset were a refrigerated truck, and 
you were interested in receiving an alert when the temperature within the cargo area rose above 
a preset threshold, you would not want this rule to be applied when your truck asset is empty and 
parked in the distribution center lot. In this case, you might organize your rules into a state machine 
called “TruckStatus”. The TruckStatus state machine would then consist of a set of states that you 
define, and the rules that execute when the truck is in a particular state.

• Timers run a rule at a specific time and apply either to the assets of a particular model or to the 
system as a whole

• Threshold rules, which run on the device and control its communication with the Platform

SCRIPTING
Using Axeda Custom Objects, you can harness the power of the Axeda SDK to gain access to the 
complete set of platform data and functionality, all within a script that you customize. Custom Object 
scripts can be invoked in an ExpressionRule to provide customized and flexible business logic for your 
application. Custom Object scripts are written in a powerful scripting language called Groovy, which 
is 100% Java syntax compatible. Groovy also offers modern, concise syntax options that make your 
code simple and easy to understand.



LOCATION-BASED SERVICES 
Knowing where something is, and where it has been, opens a world of possible application features. 
The Axeda Platform can keep track of an asset’s current and historical location, which allows your 
applications to plot the current position of your assets on a map, or show a breadcrumb trail of where 
a particular asset has been. 
 
Some IoT examples illustrating the benefit of location-based services are:

• Simply locating your assets, such as for inventory

• Applying rules that depend on location, such as checking that a container is not opened until it is at 
its destination

• Tracking assets for billing purposes, such as for pay-as-you-drive insurance

• Finding assets within a given area, such as to locate the nearest truck for an urgent pickup

The Axeda Platform keeps a log of all the data sent to it, including the location data. The fact that the 
Platform maintains a history of the asset’s movements, with the ability to query for the location at a 
particular time in the past, means that you can correlate locations and external events. For example, 
where was the truck when the contents overheated?
 
Geofences are virtual perimeters around geographic locations. You can define a geofence around 
a physical location by describing a center point and radius, or by “drawing” a polygon around an 
arbitrary shape. For instance, you may have a geofence around the Boston metro area that is defined 
as the center of town with a 10-mile radius. You may then compare an asset’s location to this 
geofence in a rule and trigger events to occur.
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Geofences

A geofence centered on 
Mansfield, MA, with a 
radius of 1.5 miles

IF: InNamedGeofence("BostonMetro", location THEN Notify...
IF: InGeofence("34.5645, -71.3434, location)...
IF: DistanceToGeofence("34.5645, -71.3434,10, location)...
IF: DistanceToBoundingGeometry(GetMobileLocation("10min") >100
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MESSAGE BROKER SERVICES
In today’s software landscape, almost no complete solution is an island unto itself. Business systems 
need to interoperate by sharing data and events, so that specialized systems can do their job without 
tight coupling. Messaging is a robust and capable pattern for bridging the gap between systems, 
especially those that are hosted in the cloud.

The Axeda Platform utilizes Apache ActiveMQ™ to provide a message broker service and supporting 
message publishing features that together enable integration with enterprise applications. Message 
queues are ideal for reliably sending messages from a message producer to a message consumer.
This communication is asynchronous because the message broker queues messages from the 
producer and sends them to the consumer on request.

Axeda Platform provides two different message broker services:

• Integration Queue – sets up a permanent queue between a messaging client and the Axeda 
message broker.

• Event Subscription Service (ESS) – allows a client to dynamically create a queue and be notified of 
specific events.

WEB SERVICES
Web Services are at the heart of a cloud-based API stack. The Axeda platform exposes Web Service 
operations for all platform data and configuration meta data. As a result, you can determine the status 
of an asset, query historical data for assets, search for assets based on their current location, or even 
configure expression rules and other configuration settings all through a modern Web Service API, 
using standard SOAP and REST communication protocols.

SCRIPTO
Web Service APIs simplify system integration in a loosely coupled, secure way, and we have a 
commitment to offering a comprehensive collection of standard APIs into the Axeda Platform. But 
we can’t have an API that suits every need exactly. You may want data in a particular format, such as 
CSV, JSON, or XML. Or some logic should be applied, and it’s inefficient to query lots of data to look 
subset you’re interested in. Wouldn’t you rather make the service on the other side do exactly what 
you want, and give it to you in exactly the format you need? That is Scripto – the bridge between the 
power and efficiency of the Axeda Custom Object scripting engine, and a Web Service client. Using 
Scripto, you can code a script in the Groovy language, using the Axeda SDK and mash up results from 
other systems, all within the platform. You can also expose your script to an external consumer via a 
single, REST-based Web Service operation. This approach allows you to create your own set of Web 
services that do exactly what you want.

AXEDA ARTISAN
Axeda Artisan is a developer tool that can be used for managing configuration and code for the 
Axeda Platform. Artisan provides a project structure for keeping object information, such as scripts, 
model definitions, rules, and rich applications, together in a cohesive project. Developers can create 
content in their Java-based development environments and publish them to Axeda. This also allows 
developers to use source code tools like Apache™ Subversion® and Git to maintain version control 
over their Axeda projects. Axeda Artisan also provides one-command deployment, so that a project's 
scripts and RIAs can be uploaded to Axeda Platform in a single command, without needing to log in 
to the Axeda Console.



BUILDING WEB APPLICATION CLIENTS
The Axeda Console can be extended to allow you to build applications specific to your business need. 
If you need to mash up functionality from multiple sources or need to display information differently 
than the Axeda Console does, the Extended UI capability of the Axeda solution can be utilized. You 
can leverage standard third-party development tools, and protocols such as HTML5 simplify your 
development of Web application clients. The Axeda Web Services are language agnostic, allowing your 
development team to utilize languages they are already familiar with.

The Axeda Platform publishes a rich set of services and the ability to script new ones if needed. Your 
Web application consumes these and presents its UI in the Axeda Console. And these apps run on 
the Platform, so no additional hosting is required.

INTEGRATING WITH ENTERPRISE APPLICATIONS
Enterprise applications to be integrated with the Axeda Platform can be located in the cloud or behind 
an IT firewall. The Platform has three ways of handling integration, depending on the location and 
needs of the application:

• An application can call the Platform’s Web services to create or synchronize information. For 
example, an external system may populate the customer and site information of an asset when it is 
installed. Many enterprise applications support workflows that call Web services.

• The Axeda Platform can use scripts to call the Web services of another application, such as another 
cloud application. Groovy scripts can call external services and transfer information, including files.

• The Axeda Machine Cloud includes a message queue that allows enterprise applications to connect 
to the queue and receive events to drive internal business logic. Applications can subscribe to 
events for specific assets, or expression rules can be used to put information into the queue based 
on their logic.

Conclusion
The Axeda Machine Cloud is an IoT platform that provides the most advanced cloud-based software 
for connecting assets and managing machine, device, and sensor data. The Platform provides the IoT 
technology foundation for secure and scalable machine and sensor data management, integration, 
and application development with connectivity over wired or wireless networks and out-of-the-box 
applications for device and asset management. The benefits of using an IoT platform like Axeda’s are 
significant. The Platform reduces the cost and complexity of implementing IoT and M2M solutions, 
minimizes development and infrastructure costs, allows companies to rapidly implement innovative 
products and services, and drives new revenue sources.
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