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EXECUTIVE SUMMARY  

A Methodology for Providing a Secure 
Connected Products Service
Security is a primary concern of Axeda’s customers — largely device 
manufacturers and end-customers that deliver and use connected products. 
These customers require a proven, cloud-based solution that protects them 
against viruses and hackers, supports their intelligent devices without 
major end-user modifications, and extends their current network security 
model so that they can meet critical certification and compliance require-
ments. Since the manufacturer’s devices are connected to their customer 
networks, the end-customers also need to be assured that the connected 
product supports their security model, provides granular control over user 
access, and offers easy-to-use audit and tracking capabilities. 

Leading device manufacturers across many industries are delivering business-critical 
connected products with the Axeda® Machine Cloud Service, the most advanced 
cloud-based service and software for managing connected products and implementing 
innovative IoT applications. Delivered via our ISO 27001 certified and SSAE 16/SOC 2 
audited on-demand centers, the Axeda Machine Cloud Service addresses the security 
requirements of manufacturers and their end-customers, while enabling them to grow 
revenue, reduce costs, increase customer satisfaction, and manage risk without 
additional IT burden and investment.

The Axeda Machine Cloud Service connects manufacturers and their devices within their 
customers’ environments. Because these devices often track patient records, financial 
data, and other types of private and protected information, security and compliance 
capabilities are among the most important requirements evaluated in any connected 
product solution. This paper details how Axeda and the Axeda Machine Cloud Service 
meet the requirements of security-concerned manufacturers and their end-customers.
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An End-End Security Strategy
Axeda incorporates an end-to-end security strategy covering all levels, including 
network, application, user, and data security, as well as security training for its 
employees, and a number of trained Certified Information Systems Security 
Professional (CISSP)staff . Axeda has attained ISO 27001:2005 certification, 
supporting the company’s focus on delivering the highest levels of security, 
performance, and availability of the Axeda Machine Cloud Service. 

The Axeda Machine Cloud Service is designed to address key information 
security concerns with features that:

• Maintain network security at customer sites. The Axeda solution leverages 
your customer’s existing security infrastructure, utilizing our patented Firewall-
Friendly™ communication.

• Conceal data from unauthorized parties. All communication between you and 
your customers is kept secure using Secure Socket Layer (SSL) encryption—
the same method banks use for secure online transactions.

• Provide a secure and scalable on-demand infrastructure via secure hosting 
partners. Our ISO 27001:2005-certified data centers undergo an annual 
SSAE-16 SOC 2 audit and is built on state-of-the-art equipment, technology 
investments, and operational expertise.

• Ensure that system users are authenticated. All access to the system is 
centrally controlled, requiring password authentication. All user actions are 
fully audited for traceability.

• Limit each user to specific data, views, and actions. Once authenticated, user 
actions are limited to the products for which they are responsible, and the 
level of access appropriate to their roles.
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Axeda Machine Cloud Service 
End-to- End Security Highlights: 
 › Patented, Firewall-Friendly™ 

communications

 › HTTPS, PKI, and up to 256-bit AES 
encryption data protection

 › ISO 27001 certified and SSAE 16 
SOC2 audited, field-proven on-
demand centers

 › Proactive internal vulnerability 
scans

 › Externally audited and verified 
penetration tests



Secure and Scalable On-Demand Centers
Axeda on-demand center operations team’s process is certified to meet the ISO 
Standard 27001 Information Security Management System (ISMS) framework. 
These well- documented operational standards include the typical components 
of:

• Incident management

• Security monitoring

• External audits validating our security methodology and processes

• Security awareness and training programs

• Risk management and business continuity planning

• Change and configuration management

• Capacity planning

• Proactive threshold monitoring of core resources

Given each of these processes is governed by the ISO Standard 27001 ISMS 
and is aligned with Information Technology Service Management (ITSM) best 
practices, Axeda’s customers can be assured their products and data are secure. 
The ITSM process has been thoughtfully designed as a component of the 
Information Technology Infrastructure Library (ITIL) standard.

Axeda’s secure hosting partner 
Axeda’s secure hosting partner – Savvis delivering the following advantages:

• Auditable Security SSAE 16 Certified  -  Your valuable IT assets are 
safeguarded against man-made and natural disasters. Our data center 
locations are designed to withstand extreme weather events and prevent 
unauthorized contacts from accessing your data center space. Savvis offers 
a wide range of Managed Security Services that help your organization to 
prevent potential data compromises, network breaches and unauthorized 
system access. 

• Robust Protection from Physical Harm  - Savvis prides itself on building 
advanced, cutting-edge, multi-level physical security into every data center 
to ensure that your infrastructure isn’t compromised. Savvis also provides an 
extensive array of sophisticated managed security services that supplement 
our standard security measures. 

• Standard Data Center Physical Security Measures - 

 – On-premise security guards 

 – Security systems on the building exterior: cameras, false entrances, vehicle 
blockades, customized parking lot designs, bulletproof glass/walls and 
unmarked buildings

 – Biometric systems, including palm scanners 

 – Numerous security cameras with digital recorders 

 – Portals and person-traps that authenticate only one person at a time 

• Power -  To protect your technology investment and deliver the infrastructure 
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AXEDA’S COMMITMENT

Axeda believes that privacy and security are 
of the highest importance to its customers 
and their end-user customers. Axeda 
maintains the following security principles:

ċċ Protect the integrity of  the system - 
network, equipment, and data

ċċ Track access and activity to achieve 
regulatory compliance

ċċ Provide flexibility and control to enforce 
business policies

ċċ Support the security capabilities within 
the customer’s current network security 
model

ċċ Achieve official certification through 
audits to provide customers confidence 
in the capabilities of both the 
technology and vendor 



availability you require, we utilize power management, power monitoring, 
advanced fire suppression, and HVAC (Heating, Ventilation & Air Conditioning) 
systems.  

Savvis data centers are designed to prevent “single points of failure” that can 
reduce availability of your infrastructure and impact the quality of end-users’ 
experiences. Savvis’ most critical responsibility to customers is to keep their 
infrastructure functioning, despite potential disruptions such as lengthy power 
outages.  

To maintain power availability, all of Savvis’ data centers utilize high-capacity, 
redundant generators that guarantee power availability even during metro-
wide power outages. And, due to short-notice diesel generator refueling 
contracts with multiple vendors at each data center location, the electricity 
backup capabilities are extensive. This permits Savvis to supply necessary 
power to organizations that require around-the-clock infrastructure availability, 
such as online retailers, global financial services companies and healthcare 
providers.

• HVAC -  The Savvis data centers allow for proper heat dissipation, permitting 
their sites to operate within an acceptable temperature range. To maintain 
the flow of air conditioning to the data center infrastructure, Savvis employ’s 
redundant (N+1) HVAC units within each of their locations. The HVAC units are 
powered by normal and emergency electrical systems, in order to maintain 
their availability. Additionally, cold water tanks are installed that keep air 
conditioning units functioning when there is a requirement to transition from 
direct power to generator power during emergencies.

• Fire suppression  - Savvis employs the latest fire suppression methods. 
To detect smoke from the earliest stage of combustion, fire suppression 
systems are installed at each of Savvis’ data center locations. The systems 
utilize state-of-the-art "sniffer" systems, augmented by heat detection and dry-
pipe sprinkler systems.

• Seismic engineering  - Savvis has performed extensive seismic engineering 
to keep potential disasters from interrupting business operations. In regions 
that are prone to seismic activity, they provide the necessary level of 
bracing. Seismic isolation equipment is installed to cushion facilities against 
movement, in addition to installing earthquake bracing on all equipment 
racks. And, racks at all of Savvis’ data centers — not just those in traditional 
earthquake zones — are anchored to the concrete slab below the site’s raised 
floor.

• Network Connectivity -  Savvis high-availability network and carrier 
connections provide strong global reach, allowing customers quick and 
convenient access. Colocation Services are offered in North America, Europe, 
and Asia, permitting the addressing of specialized business continuity and 
disaster recovery objectives. Savvis leverages geographical diversity to provide 
customers with failover and redundancy capabilities with many of their 
services.
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• Industry Leadership - Savvis been offering secure hosting services to 
companies for more than a dozen years and continue to build on this expertise 
in areas of cloud computing and beyond. This includes membership in: 

 – International Standards Organization (ISO)

 – PCI Standards Council, the Information Security Audit and Control 
Association (ISACA)

 – Information Systems Security Association (ISSA)

 – Institute of Electrical and Electronics Engineers (IEEE)

 – Computer Security Institute (CSI)

Application Security Perspective –  
Above the Infrastructure
MANUFACTURER’S REQUIREMENTS FOR CONNECTED PRODUCT SECURITY
The Axeda Machine Cloud Service meets the most stringent security 
requirements of manufacturers and end-customers so that they can achieve 
broad adoption and maximum use of connected products — instilling confidence 
that their connections are secure and private. Some of the most common 
manufacturer requirements include: 

• Enterprise proven design – Connecting any computer to the Internet raises 
security concerns, and connecting intelligent devices is no different. Whether 
hackers are trying to harm a device with corrupt data or viruses, steal data 
traveling between the device and manufacturer, or gain unauthorized access 
to critical information, a connected product solution must guard against these 
and other threats.

• Support for multiple devices – Manufacturers need to securely support a 
nearly infinite number of device types and complex customer configurations 
without requiring major end-user changes.

END-CUSTOMER REQUIREMENTS FOR CONNECTED PRODUCTS
Intelligent devices are connected to your customers’ networks. Each customer 
has their own security policy and network protection in the form of firewalls, 
proxy servers, and addressing schemes. A device connected to their network 
will be protected behind these layers of security. If a connected product offering 
requires changes to your customer’s network protection, it will likely fail to gain 
acceptance. Because of this, it is important to consider the requirements of the 
end-customer, including:

• Maintain current security model – The manufacturer’s device must support 
the way that the organization manages security operations, policies, or 
procedures, and should adhere to accepted industry standards.

• Control user access – In line with the customer’s security model, the 
manufacturer’s device must provide the customer — not the manufacturer 
— with granular control and set policies on what actions can be performed 
on the device such as data collection and software updates, and when those 
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AXEDA SECURITY FEATURES  
AND BENEFITS

Network Security

FEATURES

ċċ Patented, Firewall-Friendly™ 
technology is based on Web Services 
standards, including HTTPS, SOAP, and 
XML

ċċ Axeda Agent initiates all 
communication, so products do not 
require public IP addresses and are not 
visible from outside the firewall.

BENEFITS

ċċ Customers don’t have to make changes 
to firewall settings or proxy servers, 
easing deployment and addressing 
compliance objectives.



actions can be performed. These policies need to be centrally defined for all 
devices at a customer location.

• Audit and track activity – Policy and regulatory compliance requirements 
dictate that the system must make auditing and tracking all user and 
administration activity easy. 

Axeda delivers the performance, flexibility, and scalability required to meet the 
needs of the broadest range of device manufacturers by providing the widest 
range of data protection safeguards and security features. 

NO CHANGES REQUIRED TO IT OR SECURITY INFRASTRUCTURES
Axeda’s patented Firewall-Friendly™ technology provides two-way 
communication based on Web Services standards including Hypertext Transfer 
Protocol (HTTPS), Simple Object Access Protocol (SOAP), and eXtensible 
Markup Language (XML). No changes to the IT security infrastructure of the 
end customer are required to support remote monitoring and diagnostics. 
In addition, communication between the data center of the manufacturer or 
service provider and the customer site is encrypted using industry-standard, 
2048-bit key encryption and up to 256-bit AES content encryption.

FIGURE 1. AXEDA PATENTED FIREWALL-FRIENDLY™ COMMUNICATIONS

WIRELESS SECURITY
To meet the needs of wireless connectivity, Axeda has developed the Adaptive 
Mchine Messaging Protocol (AMMP), a messaging protocol for use between a 
wireless IoT device or agent and the Axeda Platform. 

Using a RESTful API, AMMP provides a semantic structure for IoT information 
exchange and leverages HTTPS/TLS as the means for ensuring transmission 
security between an edge device and the Axeda Machine Cloud.
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AXEDA SECURITY FEATURES  
AND BENEFITS

System and Data Security

FEATURES

ċċ SSL encryption supports up to 256 
bits and mutual authentication using 
bidirectional digital certificates.

BENEFITS

ċċ Only authorized parties have access to 
designated devices and data. End-
customers can limit access, views, and 
even actions based on the user’s role, 
which gives them control over users 
and actions.

ċċ Proven, standards-based 
communications help with compliance 
with regulatory requirements.



ESTABLISH AND ENFORCE DEVICE SECURITY AND DATA PRIVACY POLICIES
The Axeda® Policy Server is a security component of Axeda that enables 
authorized customer administrators to establish and enforce the privacy policy 
for all of their devices in a single place. The Axeda Policy Server is a software 
application that resides on the customer’s network, providing a comprehensive 
and granular set of permission settings that continuously governs behavior. 
This control applies to every kind of Axeda activity, including handling remote 
diagnostics, sending software upgrades, retrieving log files, running sessions, 
and executing commands and scripts. Control can be automatic, based on 
the set policy, or configured to notify the customer that an action request is 
pending. Policies can also be scoped to time windows and to particular remote 
users. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

EASILY MANAGED ENTERPRISE USER AUTHENTICATION  
AND ACCESS CONTROL
The Axeda Platform uses the Lightweight Directory Access Protocol (LDAP) 
standard to authenticate users. IT departments have adopted LDAP as the 
common platform for managing users across all business applications, including 
Enterprise Resource Planning (ERP), Customer Relationship Management 
(CRM), and Supply Chain Management (SCM) systems.

User access control is addressed through activity-based access control and 
device-based access control. These methods are combined in a wide variety 
of ways to allow users to do their jobs effectively while protecting access to 
sensitive information. 

Activity-based access control enables the system administrator to assign and 
classify users in Axeda, and define the activities that can be performed. Each 
user group is given controlled access at the Axeda application, page, and 
function levels. 
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FIGURE 2. AXEDA COMMUNICATIONS METHODS

AXEDA SECURITY FEATURES  
AND BENEFITS

User and Application 
Security

FEATURES

ċċ Access to the system is centrally 
controlled and authenticated against an 
enterprise LDAP system.

ċċ Strong passwords are enforced — with 
a combination of letters, numbers, and 
symbols.

ċċ All remote access activity is tracked 
and recorded. 

BENEFITS

ċċ End-users have a comprehensive audit 
trail when analyzing vendor activity for 
compliance needs..



Device-based access control provides a method for defining the specific devices 
accessible to each user group. This method of control limits the view of device 
information to only those devices for which a user is responsible. 

SECURE COMMUNICATIONS AND DATA CONFIDENTIALITY
Axeda implements industry best practices for encrypting its message traffic. 
In addition to providing support for SSL certificates from globally recognized 
certificate authorities, Transport Layer Security (TLS) is used to provide security 
at the communications level. The content of the messages are then further 
secured using the Advanced Encryption Standard (AES) 128 algorithm, and the 
RSA 2048 algorithm is used for key exchanges.

PROVEN DEPLOYMENTS
Axeda is deployed around the world by more than 150 device manufacturers 
in a range of industries, including homeland security, medical, life sciences, 
information technology, telecommunications, print and imaging, kiosks, 
semiconductor, industrial, and building automation.
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Summary
Device manufacturers throughout the world are providing connected products 
to their customers using the Axeda M2M Cloud Service. Axeda would not 
hold the industry leadership position without rigorously incorporating security 
principles and standards in the design and operation of the Axeda infrastructure 
and services. A top-down driven priority at Axeda, stringent security enables its 
customers to achieve their connected product goals — securely and efficiently.  

    Providing Secure Connected Products

www.axeda.com / /  25 Forbes Blvd. Suite 3 / /  Foxboro, MA 02035 USA / /  t +1.508.337.9200 / /  f +1.508.337.9201

Follow us online:

Axeda provides the most advanced cloud-based service and software for managing connected products and machines and implementing innovative Machine-to-Machine 
(M2M) and Internet of Things (IoT) applications. Our customers use the Axeda Machine Cloud™ to turn machine data into valuable information, to build and run innovative 
M2M and IoT applications, and to optimize business processes by integrating machine data.
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